
Instructions 

Things You'll Need: 

• @bbdrr sn sgd bnmrnkd  
• Rnk`qhr nodq`shmf rxrsdl  

0- 0 

Halt the operating system by pressing "Stop+A." This is only necessary if you already 
have the operating system running. Use a break command when using an ASCII system. 
This interrupts the operating system in the same way "Stop+A" would. 

1- 1 

Note the root partition. This is important since this is the partition in which you plan on 
changing the password. By default, Solaris sets the root directory to /dev/dsk/c0t0d0s0 
for systems using Ultra5/10 and Blade 100. Blade 1000 uses /dev/dsk/c0t1d0s0. 

2- 2 

Type "boot cdrom -s" once you have reached the "OK" prompt. This instructs the 
computer to load from the CD-ROM drive when you reboot. 

3- 3 

Mount the partition using the #mount /dev/dsk/c0t0d0s0 /a" command line. If there is any 
complication at this stage, it means the root partition is actually located in a different spot 
than the default. You'll need to find the true root partition using the ls /tmp/dev/dsk 
command line. 

4- 4 

Ensure that your terminal is set to accept commands through a full-screen editor. You 
won't be able to enter all of the necessary commands to recover the password otherwise. 

5- 5 

Use the fsck -y /dev/dsk/c0t0d0s0 command once you receive any error messages stating 
that partitions failed to unload properly. This checks the hard drive's integrity. 

6- 6 



Open the editor for the password file by typing /a/etc/shadow. This will open the root 
password file. 

7- 7 

Remove the encrypted password as it appears in the password file. 

8- 8 

Type cd/ followed by unmount a/ to prepare for the reboot. Rebooting is required to fully 
reset the password. 

0/- 0/ 

Reboot your system using the boot -s command line. This immediately reboots your 
system from the hard drive. 

00- 00 

Enter a new password for the root partition once your system reloads. 

Understanding /etc/shadow file 
by nixcraft on February 23, 2006 · 57 comments 

Q. Can you explain /etc/shadow file used under Linux or UNIX? 
 
A. /etc/shadow file stores actual password in encrypted format for user's account with additional 
properties related to user password i.e. it stores secure user account information. All fields are 
separated by a colon (:) symbol. It contains one entry per line for each user listed in /etc/passwd 
file Generally, shadow file entry looks as follows (click to enlarge image): 

/etc/shadow file fields 

 
(Fig.01: /etc/shadow file fields) 

0- Trdq m`ld 9 Hs hr xntq knfhm m`ld 
1- O`rrvnqc9 Hs xntq dmbqxosdc o`rrvnqc- Sgd o`rrvnqc rgntkc ad lhmhltl 

5,7 bg`q`bsdqr knmf hmbktchmf rodbh`k bg`q`bsdqr.chfhsr 



2- K`rs o`rrvnqc bg`mfd 'k`rsbg`mfdc(9 C`xr rhmbd I`m 0+ 086/ sg`s 
o`rrvnqc v`r k`rs bg`mfdc 

3- Lhmhltl9 Sgd lhmhltl mtladq ne c`xr qdpthqdc adsvddm o`rrvnqc 
bg`mfdr h-d- sgd mtladq ne c`xr kdes adenqd sgd trdq hr `kknvdc sn bg`mfd 
ghr.gdq o`rrvnqc 

4- L`whltl9 Sgd l`whltl mtladq ne c`xr sgd o`rrvnqc hr u`khc '`esdq 
sg`s trdq hr enqbdc sn bg`mfd ghr.gdq o`rrvnqc( 

5- V`qm 9 Sgd mtladq ne c`xr adenqd o`rrvnqc hr sn dwohqd sg`s trdq hr 
v`qmdc sg`s ghr.gdq o`rrvnqc ltrs ad bg`mfdc 

6- Hm`bshud 9 Sgd mtladq ne c`xr `esdq o`rrvnqc dwohqdr sg`s `bbntms hr 
chr`akdc 

7- Dwohqd 9 c`xr rhmbd I`m 0+ 086/ sg`s `bbntms hr chr`akdc h-d- `m `arnktsd 
c`sd rodbhexhmf vgdm sgd knfhm l`x mn knmfdq ad trdc  

The last 6 fields provides password aging and account lockout features (you need to use chage 
command to setup password aging). According to man page of shadow - the password field must 
be filled. The encrypted password consists of 13 to 24 characters from the 64 character alphabet 
a through z, A through Z, 0 through 9, \. and /. Optionally it can start with a "$" character. This 
means the encrypted password was generated using another (not DES) algorithm. For example if 
it starts with "$1$" it means the MD5-based algorithm was used. 

vi editor Quick Reference 
Introduction 
vi  pronounced as ” vee eye ” is a unix editor available on almost all the unix  operating systems , 
solaris , bsd ,aix , hpux etc. 
This document is a quick reference to vi editor and will be of help if your are new to unix , 
learning unix  or just refreshing your vi knowledge after a few years. 

Requirements: 
In order to work correctly the vi need  correct terminal type (TERM) setting  .The TERM setting 
depends on the   type of terminal you have . Commonly used TERM types are vt100 , vt220 and 
ansi .  In most cases vt100 will  work  fine . In case  vi is not able to understand the TERM you 
have given, it starts in open mode   giving you a line by line display . 
Generally TERM is taken from .profile or  /etc/profile  but can be set at the command line as : 
$TERM=vt100 
$export TERM 

echo $TERM will display the current TERM set. 

Create new file or  Open existing file in vi 
vi without any file name will open a   new file where you can enter the text and edit but while 
coming out you will  be asked to enter a valid file name to save the text.  vi with a  file name as 



argument will  open that file for editing  if the file already exists it opens it  otherwise it creates a 
new file by the argument. 
Example :  $vi  testfile 
Creates or opens the existing file called testfile 

Modes in vi

vi operates in following  two modes : 
i. ) Command Mode : After a file is opened it is opened  in command 
mode ,that is , input from the keyboard will be treated as vi commands 
and you will not see the words you are typing on the screen . 

ii.) Insert Mode: To enter the text you have to put vi in insert  by pressing ‘i’ or ‘a’  after  which 
you can add the text and whatever is being type will be seen on the  screen. . To switch between 
these mode Esc key is used .   Esc i 
(text mode)  Esc (command mode) 

Saving  & Exiting  vi editor 
You can exit vi in different ways : 

1.) Quit without saving : If you don’t  want to save the work :q  will take you out without saving  
your editing in vi. 
2.) Write & quit : . Simple :w saves the current file but don’t exit. For save and quit  :wq is  used 
in vi. 
3.) Forced Quite : An ! (Exclamation  sign at the end of  exit commands ( :q! , :wq! )  causes a 
forced  quit from vi  after ignoring editing (for :q!)  or writing (for :wq!)  all the change 

 

Vi Commands – 
Reference

Moving Cursor in File

Kdes g 

Qhfgs k 

To j 

Cnvm i 

Line

Adfhmmhmf ] nq A 

dmc # 

Sentence



Mdws rdms`mbd ( 

Oqduhntr rdms`mbd ' 

Paragraph

Mdws | 

Oqduhntr z 

file

Fn sn dmc ne ehkd 9# 

nm bg`bsdq 
enqvnqc 

9v 

Nmd vnqc enqvnqc 9V 

fn sn ` khmd 
mtladq 

9khmd^mtladq 

chrok`x ehkd hmen - ]f 

Inserting and appending text 

hmrdqsr sdws sn sgd 
kdes ne btqrnq 

h 

mrdqsr hm sgd 
adfhmmhmf ne khmd 

H 

`oodmcr sdws sn 
qhfgs ne btqrnq 

` 

`oodmcr sn sgd 
dmc ne khmd 

@ 

Adding new line

`cc ` mdv khmd 
adknv sgd btqqdms 
khmd 

n 

`ccr ` mdv khmd 
`anud sgd btqqdms 
khmd- 

N 

Deleting the text :

cdkdsdr sdws `anud 
sgd sdws 

w 



cdkdsdr sdws 
bg`q`bsdq nm qhfgs 
ne btqrnq 

W 

cdkdsdr khmd 1/ 1/c 

cdkdsdr btqqdms 
khmd 

cc 

cdkdsd shkk dmc ne 
btqqdms khmd- 

C 

Replacing a character & word

qdok`bd sgd 
bg`q`bsdq `anud 
sgd btqrnq- 

q 

qdokbdr bg`q`bsdqr 
tmshk Drb hr 
oqdrrdc- 

Q 

qdok`bdr sgd vnqc 
eqnl btqrnq sn sgd 
dmc hmchb`sdc ax # 
rhfm - 

bv 

qdok`bdr shkk dmc ne 
khmd- 

B 

Substitute

rtahrstsdr btqqdms 
bg`qb`sdq- 

r 

rtarshstsdr dmshqd 
khmd- 

R 

Undo last changes

tmcn k`rs bg`mfd- t 

tmcn bg`mfdr sn 
sgd btqqdms khmd- 

T 

Copy and pasting lines

bnoxr sgd btqqdms 
khmd hmsn ateedq- 

xx 



bnohdr 4 khmdr eqnl 
sgd btqqdms khmd- 

4xx 

o`rsdr sgd btqqdms 
ateedq- 

o 

Searching

Rd`qbgdr enq sgd 
vnqc m`ld hm sgd 
ehkd 

9.m`ld 

m bnmshmtdr rd`qbg 
enqv`qc- 

m 

M rd`qbgdr 
a`bjv`qcr 

M 

Saving

r`udr sgd sdws cndr 
mns pths- 

9v 

r`udr % pths sgd 
dchsnq - 

9vp  

r`ud YY 

Pths vhsgnts 
r`uhmf 

p  

  

Rd`qbg % Qdok`bd s/<search>/<replace>/g .

Qdod`shmf k`rs 
bnll`mc - 

Qdbnudqhmf ` 
tmr`udc uh ehkd- 

vi -r filename  

 
 

Learn – Solaris 10 OS 

Introducing User Administration 

- Introduction 



An important system administration task is setting up user accounts for each user who requires 
system access. Each user needs a unique account name, a user identification (UID) number, a 
home directory, and a login shell. You also have to determine which groups a user may access. 

- Main Components of a User Account

The following is a list of the main components of a user account: 

• Trdq m`ld – @ tmhptd m`ld sg`s ` trdq dmsdqr sn knf hm sn ` rxrsdl- Sgd 
trdq m`ld hr `krn b`kkdc sgd knfhm m`ld- 

• O`rrvnqc – @ bnlahm`shnm ne to sn 145 kdssdqr+ mtladqr+ nq rodbh`k 
bg`q`bsdqr sg`s ` trdq dmsdqr vhsg sgd knfhm m`ld sn f`hm `bbdrr sn ` 
rxrsdl- 

• THC mtladq – @ trdq `bbntms’r tmhptd mtldqhb`k hcdmshehb`shnm vhsghm 
sgd rxrsdl- 

• Fqnto hcdmshehb`shnm 'FHC( mtladq – @ tmhptd mtldqhb`k hcdmshehb`shnm 
ne sgd fqnto sn vghbg sgd trdq adknmfr- 

Note: Xnt b`m `cc ` trdq sn oqdcdehmdc fqntor khrsdc hm sgd /etc/group ehkd-

• Bnlldms – Hmenql`shnm sg`s hcdmshehdr sgd trdq- @ bnlldms fdmdq`kkx 
bnms`hmr sgd etkk m`ld ne sgd trdq `mc noshnm`k hmenql`shnm+ rtbg `r ` 
ognmd mtladq nq ` knb`shnm- 

• Trdq’r gnld chqdbsnqx – @ chqdbsnqx hmsn vghbg sgd trdq hr ok`bdc `esdq 
knfhm- Sgd chqdbsnqx hr oqnuhcdc sn sgd trdq sn rsnqd `mc bqd`sd ehkdr- 

• Trdq’r knfhm rgdkk – Sgd trdq’r vnqj dmuhqnmldms hr rds to ax sgd 
hmhsh`khy`shnm ehkdr sg`s `qd cdehmdc ax sgd trdq’r knfhm rgdkk- 

- System Files That Store User Account Information

The Solaris 10 OS stores user account and group entry information in the following system files: 

• /etc/passwd 
• /etc/shadow 
• /etc/group 

Authorized system users have login account entries in the /etc/passwd file. 

The /etc/shadow file is a separate file that contains the encrypted passwords. To further control 
user passwords, you can enforce password aging. This information is also maintained in the 
/etc/shadow file. 



The /etc/group file defines the default system group entries. You use this file to create new 
group entries or modify existing group entries on the system. 

- System Files That Store User Account Information (continued)

The /etc/passwd File

Due to the critical nature of the /etc/passwd file, you should refrain from editing this file 
directly. Instead, you should use the SolarisTM Management Console or command-line tools to 
maintain the file. 

The following is an example of an /etc/passwd file that contains the default system account 
entries. 

../../../x:0:0:Super-User:/:/sbin/sh
daemon:x:1:1::/:
bin:x:2:2::/usr/bin:
sys:x:3:3::/:
adm:x:4:4:Admin:/var/adm:
lp:x:71:8:Line Printer Admin:/usr/spool/lp:
uucp:x:5:5:uucp Admin:/usr/lib/uucp:
nuucp:x:9:9:uucp Admin:/var/spool/uucppublic:/usr/lib/uucp/uucico
smmsp:x:25:25:SendMail Message Submission Program:/:
listen:x:37:4:Network Admin:/usr/net/nls:
gdm:x:50:50:GDM Reserved UID:/:
webservd:x:80:80:WebServer Reserved UID:/:
nobody:x:60001:60001:NFS Anonymous Access User:/:
noaccess:x:60002:60002:No Access User:/:
nobody4:x:65534:65534:SunOS 4.x NFS Anonymous Access User:/:

Each entry in the /etc/passwd file contains seven fields. A colon separates each field. The 
following is the format for an entry: 

loginID:x:UID:GID:comment:home_directory:login_shell

The table defines the requirements for each of the seven fields. 

Fields in the 
/etc/passwd File 

Field Description

loginID

Qdoqdrdmsr sgd trdq’r knfhm m`ld- Hs rgntkc ad tmhptd sn d`bg 
trdq- Sgd ehdkc rgntkc bnms`hm ` rsqhmf ne mn lnqd sg`m dhfgs 
kdssdqr '@,Y+ `,y( `mc mtladqr '/,8(- Sgd ehqrs bg`q`bsdq 
rgntkc ad ` kdssdq+ `mc `s kd`rs nmd bg`q`bsdq rgntkc ad 
knvdqb`rd-  
Note: Dudm sgntfg rnld oqnfq`lr `kknv ` l`whltl ne 21 



bg`q`bsdqr+ `r vdkk `r trdq m`ldr sg`s bnms`hm odqhncr '-(+ 
tmcdqrbnqdr '^(+ `mc gxogdmr ',(+ sghr oq`bshbd hr mns 
qdbnlldmcdc `mc lhfgs b`trd oqnakdlr vhsg nsgdq 
oqnfq`lr-  

x Qdoqdrdmsr ` ok`bdgnkcdq enq sgd trdq’r dmbqxosdc o`rrvnqc+ 
vghbg hr jdos hm sgd /etc/shadow ehkd- 

UID

Bnms`hmr sgd THC mtladq trdc ax sgd rxrsdl sn hcdmshex sgd 
trdq- THC mtladqr enq trdqr q`mfd eqnl 0// sn 5////- U`ktdr 
/ sgqntfg 88 `qd qdrdqudc enq rxrsdl `bbntmsr- THC mtladq 
5///0 hr qdrdqudc enq sgd nobody `bbntms- THC mtladq 5///1 
hr qdrdqudc enq sgd noaccess `bbntms- Vghkd ctokhb`sd THC 
mtladqr `qd `kknvdc+ sgdx rgntkc ad `unhcdc tmkdrr 
`arnktsdkx qdpthqdc ax ` oqnfq`l-  
Note: Sgd l`whltl u`ktd enq ` THC hr 1036372536- 
Gnvdudq+ sgd THCr nudq 5//// cn mns g`ud etkk tshkhsx `mc 
`qd hmbnlo`shakd vhsg rnld Rnk`qhr NR ed`stqdr- @unhc trhmf 
THCr nudq 5//// rn `r sn ad bnlo`shakd vhsg d`qkhdq udqrhnmr 
ne sgd nodq`shmf rxrsdl-  

GID

Bnms`hmr sgd FHC mtladq trdc ax sgd rxrsdl sn hcdmshex sgd 
trdq’r oqhl`qx fqnto- FHC mtladqr enq trdqr q`mfd eqnl 0// 
sn 5////- 'Sgnrd adsvddm / `mc 88 `qd qdrdqudc enq rxrsdl 
`bbntmsr-( 

comment Sxohb`kkx bnms`hmr sgd trdq’r etkk m`ld- 
home_directory Bnms`hmr sgd etkk o`sg m`ld sn sgd trdq’r gnld chqdbsnqx- 

login_shell
Cdehmdr sgd trdq’r knfhm rgdkk- Sgdqd `qd rhw onrrhakd knfhm 
rgdkkr hm sgd Rnk`qhr NR9 sgd Antqmd rgdkk+ sgd Jnqm rgdkk+ sgd 
B rgdkk+ sgd Y rgdkk+ sgd A@RG rgdkk+ `mc sgd SB rgdkk- 

The table shows the default system account data for entries in the /etc/passwd file. 

Default 
System 
Account 
Entries

User Name
User 
ID

Description



root 0
Sgd root `bbntms sg`s g`r `bbdrr sn sgd dmshqd rxrsdl- Hs 
g`r `klnrs mn qdrsqhbshnmr `mc nudqqhcdr `kk nsgdq knfhmr+ 
oqnsdbshnmr+ `mc odqlhrrhnmr- 

daemon 1 Sgd rxrsdl c`dlnm `bbntms sg`s hr `rrnbh`sdc vhsg qntshmd 
rxrsdl s`rjr- 

bin 2 Sgd `clhmhrsq`shud c`dlnm `bbntms sg`s hr `rrnbh`sdc vhsg 
qtmmhmf rxrsdl ahm`qx ehkdr- 

sys 3 Sgd `clhmhrsq`shud c`dlnm `bbntms sg`s hr `rrnbh`sdc vhsg 
rxrsdl knffhmf nq toc`shmf ehkdr hm sdlonq`qx chqdbsnqhdr- 

adm 4 Sgd `clhmhrsq`shud c`dlnm `bbntms sg`s hr `rrnbh`sdc vhsg 
rxrsdl knffhmf- 

lp 71 Sgd khmd oqhmsdq 'lp( c`dlnm `bbntms- 

uucp 5 Sgd c`dlnm `bbntms `rrnbh`sdc vhsg TMHW®,sn,TMHW 
Bnox Oqnsnbnk 'UUCP( etmbshnmr- 

nuucp 6 Sgd `bbntms sg`s hr trdc ax qdlnsd rxrsdlr sn knf hm sn sgd 
gnrs `mc rs`qs ehkd sq`mredqr trhmf uucp- 

smmsp 25 Sgd sendmail ldrr`fd rtalhrrhnm c`dlnm `bbntms- 
listen 37 Sgd mdsvnqj khrsdmdq c`dlnm `bbntms- 
gdm 4/ Fmnld Chrok`x L`m`fdq c`dlnm- 
webservd 7/ @bbntms qdrdqudc enq VdaRdqudq `bbdrr- 

nobody 60001

Sgd `mnmxlntr trdq `bbntms sg`s hr `rrhfmdc ax ` Mdsvnqj 
Ehkd Rxrsdl 'MER( rdqudq vgdm `m tm`tsgnqhydc root trdq 
l`jdr ` qdptdrs- Sgd nobody trdq `bbntms hr `rrhfmdc sn 
rnesv`qd oqnbdrrdr sg`s cn mns mddc `mx rodbh`k 
odqlhrrhnmr- 

noaccess 60002
Sgd `bbntms `rrhfmdc sn ` trdq nq ` oqnbdrr sg`s mddcr 
`bbdrr sn ` rxrsdl sgqntfg rnld `ookhb`shnm hmrsd`c ne 
sgqntfg ` rxrsdl knfhm oqnbdctqd- 

nobody4 65534 Sgd `mnmxlntr trdq `bbntms sg`s hr sgd RtmNRSL 3-X 
rnesv`qd udqrhnm ne sgd nobody `bbntms 

Note: The nobody account secures NFS resources. When a user is logged in as root on an NFS 
client and attempts to access a remote file resource, the UID number changes from 0 to the UID 
of nobody (60001) 

- System Files That Store User Account Information (continued)



The /etc/shadow File

Due to the critical nature of the /etc/shadow file, you should refrain from editing it directly. 
Instead, maintain the fields of the file by using the Solaris Management Console or command-
line tools. Only the root user can read the /etc/shadow file. 

The following is an example /etc/shadow file that contains initial system account entries. 

../../../rJrdhjNWQQHoY:6445::::::
daemon:NP:6445::::::
bin:NP:6445::::::
sys:NP:6445::::::
adm:NP:6445::::::
lp:NP:6445::::::
uucp:NP:6445::::::
nuucp:NP:6445::::::
smmsp:NP:6445::::::
listen:*LK*:::::::
gdm:*LK*:::::::
webservd:*LK*:::::::
nobody:*LK*:6445::::::
noaccess:*LK*:6445::::::
nobody4:*LK*:6445::::::

Each entry in the /etc/shadow file contains nine fields. A colon separates each field. 

Following is the format of an entry: 

loginID:password:lastchg:min:max:warn:inactive:expire:

The table defines the requirements for each of the eight fields. 

Fields in the 
/etc/shadow File 

Field Description 

loginID Sgd trdq’r knfhm m`ld- 

password

@ 02,bg`q`bsdq dmbqxosdc o`rrvnqc- Sgd rsqhmf *LK* hmchb`sdr ` 
knbjdc `bbntms+ `mc sgd rsqhmf NP hmchb`sdr mn u`khc o`rrvnqc- 
O`rrvnqcr ltrs ad bnmrsqtbsdc sn ldds sgd enkknvhmf 
qdpthqdldmsr9  

Each password must be at least six characters and contain at least two 
alphabetic characters and at least one numeric or special character. It cannot 
be the same as the login ID or the reverse of the login ID. 

lastchg Sgd mtladq ne c`xr adsvddm I`mt`qx 0+ 086/+ `mc sgd k`rs 



o`rrvnqc lnchehb`shnm c`sd- 

min Sgd lhmhltl mtladq ne c`xr qdpthqdc adsvddm o`rrvnqc 
bg`mfdr- 

max Sgd l`whltl mtladq ne c`xr sgd o`rrvnqc hr u`khc adenqd sgd 
trdq hr oqnlosdc sn dmsdq ` mdv o`rrvnqc `s knfhm- 

warn Sgd mtladq ne c`xr sgd trdq hr v`qmdc adenqd sgd o`rrvnqc 
dwohqdr- 

inactive Sgd mtladq ne hm`bshud c`xr `kknvdc enq sgd trdq adenqd sgd 
trdq’r `bbntms hr knbjdc- 

expire
Sgd c`sd 'fhudm `r mtladq ne c`xr rhmbd I`mt`qx 0+ 086/( vgdm 
sgd trdq `bbntms dwohqdr- @esdq sgd c`sd hr dwbddcdc+ sgd trdq 
b`m mn knmfdq knf hm- 

flag Sn sq`bj e`hkdc knfhmr- Sgd bntms hr hm knv nqcdq entq ahsr: sgd 
qdl`hmcdq hr qdrdqudc enq etstqd trd+ rds sn ydqn- 

- System Files That Store User Account Information (continued)

The /etc/group File

Each user belongs to a group that is referred to as the user’s primary group. The GID number, 
located in the user’s account entry within the /etc/passwd file, specifies the user’s primary 
group. 

Each user can also belong to up to 15 additional groups, known as secondary groups. In the 
/etc/group file, you can add users to group entries, thus establishing the user’s secondary group 
affiliations. 

The following is an example of the default entries in an /etc/group file: 

../../../:0:
other::1:root
bin::2:root,daemon
sys::3:root,bin,adm
adm::4:root,daemon
uucp::5:root
mail::6:root
tty::7:root,adm
lp::8:root,adm
nuucp::9:root
staff::10:
daemon::12:root
sysadmin::14:
smmsp::25:
gdm::50:



webservd::80:
nobody::60001:
noaccess::60002:
nogroup::65534::

Each line entry in the /etc/group file contains four fields. A colon character separates each 
field. The following is the format for an entry: 

groupname:group-password:GID:username-list

The table defines the requirements for each of the four fields. 

Fields in the 
/etc/group 
File

Field Description

groupname Bnms`hmr sgd m`ld `rrhfmdc sn sgd fqnto- Fqnto m`ldr bnms`hm 
to sn ` l`whltl ne dhfgs bg`q`bsdqr- 

group-
password

Trt`kkx bnms`hmr `m dlosx ehdkc nq `m `rsdqhrj- Sghr hr ` qdkhb ne 
d`qkhdq udqrhnmr ne TMHW-  
Caution: @ fqnto,o`rrvnqc hr ` rdbtqhsx gnkd adb`trd hs lhfgs 
`kknv `m tm`tsgnqhydc trdq vgn hr mns ` ldladq ne sgd fqnto 
ats vgn jmnvr sgd fqnto o`rrvnqc+ sn dmsdq sgd fqnto- 

Note: Sgd newgrp bnll`mc bg`mfdr ` trdq’r oqhl`qx fqnto 
`rrnbh`shnm vhsghm sgd rgdkk dmuhqnmldms eqnl vghbg hs hr 
dwdbtsdc- He sghr mdv+ `bshud fqnto g`r ` o`rrvnqc `mc sgd trdq 
hr mns ` khrsdc ldladq hm sg`s fqnto+ sgd trdq ltrs dmsdq sgd 
o`rrvnqc adenqd sgd newgrp bnll`mc b`m bnmshmtd-  

GID

Bnms`hmr sgd fqnto’r FHC mtladq- Hs hr tmhptd nm sgd knb`k 
rxrsdl `mc rgntkc ad tmhptd `bqnrr sgd nqf`mhy`shnm- Mtladqr / 
sn 88+ 5///0+ 5///1 `mc 54423 `qd qdrdqudc enq rxrsdl fqnto 
dmsqhdr- Trdq,cdehmdc fqntor q`mfd eqnl 0// sn 5////- 

username-list

Bnms`hmr ` bnll`,rdo`q`sdc khrs ne trdq m`ldr sg`s qdoqdrdms 
sgd trdq’r rdbnmc`qx fqnto ldladqrghor- Ax cde`tks+ d`bg trdq 
b`m adknmf sn ` l`whltl ne 04 rdbnmc`qx fqntor-  
Note: Sgd l`whltl mtladq ne fqntor hr rds ax sgd kernel 
o`q`ldsdq b`kkdc ngroups_max- Xnt b`m rds sghr o`q`ldsdq hm sgd 
/etc/system ehkd sn `kknv enq ` l`whltl ne 21 fqntor- Mns `kk 
`ookhb`shnmr vhkk ad `akd sn qdedqdmbd fqnto ldladqrghor 



fqd`sdq sg`m 05- MER hr ` mns`akd dw`lokd-  

- System Files That Store User Account Information (continued)

The /etc/default/passwd File

Set values for the following parameters in the /etc/default/passwd file to control properties 
for all users’ passwords on the system: 

• MAXWEEKS – Rdsr sgd l`whltl shld odqhnc 'hm vddjr( sg`s sgd o`rrvnqc hr 
u`khc- 

• MINWEEKS – Rdsr sgd lhmhltl shld odqhnc adenqd sgd o`rrvnqc b`m ad 
bg`mfdc- 

• PASSLENGTH – Rdsr sgd lhmhltl mtladq ne bg`q`bsdqr enq ` o`rrvnqc- 
U`khc dmsqhdr `qd 5+ 6+ `mc 7- 

• WARNWEEKS – Rdsr sgd shld odqhnc oqhnq sn ` o`rrvnqc’r dwohq`shnm sn v`qm 
sgd trdq sg`s sgd o`rrvnqc vhkk dwohqd- 

Note: Sgd WARNWEEKS u`ktd cndr mns dwhrs ax cde`tks hm sgd /etc/default/passwd 
ehkd+ ats hs b`m ad `ccdc- 

The password aging parameters MAXWEEKS, MINWEEKS, and WARNWEEKS are default values. If set in 
the /etc/shadow file, the parameters in that file override those in the /etc/default/passwd 
file for individual users. 

The Solaris 10 OS release introduces a number of new controls for password management. These 
controls are configured by setting values in the /etc/default/passwd file. 

• NAMECHECK=NO – Rdsr sgd o`rrvnqc bnmsqnkr sn udqhex sg`s sgd trdq hr mns 
trhmf sgdhq knfhm m`ld `r ` bnlonmdms ne sgd o`rrvnqc- 

• HISTORY=26 – Enqbdr sgd passwd oqnfq`l sn knf to sn 15 bg`mfdr sn sgd 
trdq’r o`rrvnqc- Sghr oqdudmsr sgd trdq eqnl qdtrhmf sgd r`ld o`rrvnqc 
enq 15 bg`mfdr- Rdsshmf sgd HISTORY u`ktd sn ydqn '/( vhkk b`rd sgd 
o`rrvnqc knf enq ` trdq sn ad qdlnudc nm sgd mdws o`rrvnqc bg`mfd- 

• DICTIONLIST= – B`trdr sgd passwd oqnfq`l sn odqenql chbshnm`qx vnqc 
knnjtor- 

• DICTIONDBDIR=/var/passwd – B`trdr sgd passwd oqnfq`l sn odqenql 
chbshnm`qx vnqc knnjtor- 

Complexity of the password can be controlled using the following parameters: 



#MINDIFF=3
#MINALPHA=2
#MINNONALPHA=1
#MINUPPER=0
#MINLOWER=0
#MAXREPEATS=0
#MINSPECIAL=0
#MINDIGIT=0
#WHITESPACE=YES

By default, all of the above parameters are commented out. 

Note: By forcing greater complexity of password structure, you may inadvertently cause the 
users to write down their passwords as they may be too difficult for the user to remember. When 
setting a password change policy, you must not underestimate the problems that too much 
complexity may cause. 

 



How to recover/reset root password in Sun solaris
Dated : June 29, 2009 

It is recommeded that the security for the physical access to the server is restricted so as to ensure 
that there is no unauthorized access and anyone who follows this routine is an authorized 
personnel. 

Boot the server with a Sun Solaris Operating System CD (I’m using a Solaris 10 CD but doesn’t 
matter really) or a network boot with a JumpStart server. Change the Boot order accordingly in 
your x86 system and start the server and launch a single user mode (No Password). 

In Solaris 10, you have the default Fail Safe boot option in the Boot Loader. With this you do not 
need a CD or JumpStart server as selecting it will launch the Single-User shell. I haven’t used the 
early Solaris versions on an x86 system so if anyone knows it is availabe then please post your 
comments. 

When you boot from the CD, select the option for the Sigle-user mode (Option 6 on Solaris 10 
CD) 

This will look for the currently installed Solaris OS on your system and prompts a Yes/No 
question to mount the Root filesystem as a Read/Write file system onto /a. 

Select yes to mount the root file system (/dev/dsk/c0t0d0s0 here) on /a. If you select No, no harm 
as you still can mount it manually using: 

solaris# mount /dev/dsk/c0t0d0s0 /a

NOTE: /a is a temporary mount point that is available when you boot from CD or a JumpStart 
server 

Now, with the root file system mounted on /a. All you need to do is to edit the shadow file and 
remove the encrypted password for root. 

solaris# vi /a/etc/shadow

Now, exit the mounted filesysten, unmount the root filesystem and reboot the system to single-user 
mode booting of the disk. 

solaris# cd /
 
solaris# umount /a
 
solaris# init s

This should boot of the disk and take you to the single-user mode. Press enter at the prompt to 
enter a password for root. 

This should allow you to login to the system. Once in, set the password and change to multi-user 
mode. 

NOTE: Single-User mode is only to ensure that the root user without password is not exposed to 
others if started in multi-user mode before being set with a new password. 

solaris# passwd root
 
solaris# reboot

This should do. You should now be able to logon as root with the new password. 

http://techgurulive.com/2009/06/29/how-to-recoverreset-root-password-in-sun-solaris/
http://techgurulive.com/category/security-howtos/
http://techgurulive.com/category/linux-tutorials-and-howtos/sun-solaris-linux-howtos-techgurulive/

	How_to_recover_Solaris_pass.pdf
	How to recover/reset root password in Sun solaris


